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2. From ext over -all consideration it ie concluded that if the Drench 

' xtr i W % 

iplomntic cryptographic systems are to he improved t h e -foltowlng -ie necessary: 

A A 

a. Replace the current French Oiplamatio ^Systems with secure systems; 



h. Provide adequate training in the new systems for Drench crypto- 



graphic personnel; 



o. Establish appropriate conmunicatlons security procedures in the 



Drench Foreign Office*, • j 
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d. Maintain o&reful technical supervision over the French i>l plo- 






antic ocmaunloatloas. 



5. Xn regard to the current French systems, it la concluded that ob- 



served French cryptographic practices in system design and distribution 
provide direct evidence that the present cryptographic organisation does 
not possess the necessary orypt analytic appreciation to Insure provision of 
systems affording adequate cryptographic security. It is also concluded 
that, ^trtde eflfche infrequently used one-time pad system^ none of the French 
diplomatic cryptographic systems possess/ sufficient Inherent security to 

'Jr 

permit qhete- improvement to a point vhero they may be considered acceptable. 
It Is therefore neoeasaxy to discard the current systems and replace them 



with other systems based on better cyyp to graphic principles. 



In regard to 2b, 2o, and 2d above, the current practices of the 



French show a lack of appreciation on their part of the ln$artanee of these 
points to ocmannl cations security. It is felt that able technical assistance 
from outside the French flploaatic cryptographic service will be required 



if adequate measures are to be inaugurated in regard to these points. 



5. In view of the foregoing, it is concluded that a complete "house - 
oleanlng" of the French Cryptographic Berfctee d*r necessary. This would 



involve not only informing# the French that their present systems are oon- 

> A dv> 

a idered insecure but also establishing j0 a basis wtaasnip*- the French 



would be provided with appropriate technical assistance to enable them to 
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reorganise their cryptographic service to insure secure handling of ocnrauni- 
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7. The British in the past hare had many oontacta with the French 



eryptologists . It appears a&vantageeua that, if the french are approached 

EO 3.3(h)(2) 



on this matter, it he 



e ff ecte d , ( on a mal le t aoe ^HaweieJ by toe 

^ 
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British . 



1&UL. 



Such a course of aotlcn would present additional advantages 



t%oX 



(a) 
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partially penetrated, the action dlsouased aboro will be of a&vantngD in 

/udhuA /V& cuA^tu^i 

thnt it will localise and oanaoqpaantljr »in±H±x*=4fee information obtained 
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